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ABSTRACT
Traditionally, citizen science has centred on giving lay people opportunities to learn about
science by participating in it. Lately, psychological citizen science projects have increasingly
aimed to attract participants by providing an opportunity for self-learning. Unfortunately,
these citizen science projects sometimes resemble quizzes hosted by private companies
that have been criticised for suboptimal privacy practices. We were interested in whether
similarity to these dubious quizzes could jeopardise the ability of citizen science projects
to collect sensitive personal data. We found that people who join an online quiz disclose
a lower volume of sensitive data than those who join a citizen science project. Moreover,
post-recruitment encouragement to learn about science influenced data disclosure
among quiz takers but not among citizen scientists. These findings have implications
not only for the effective design of citizen science but also for the broader debate about
consent to disclose data in research, academic or otherwise.
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INTRODUCTION
Online quizzes have recently attracted negative attention.
For example, a company called Cambridge Analytica
is reported to have gathered data through an online
personality quiz “thisismydigitallife,” allegedly aiding
the delivery of targeted political advertisements to both
Facebook users and also to their friends who never took
the quiz themselves (Hern 2018). This excessive access to
personal data was later described as a “breach of trust”
by the CEO of Facebook, Mark Zuckerberg (Zuckerberg
2018), demonstrating how online personality quizzes can
have consequences that reach far beyond allowing people
to learn something about themselves. Writing about this
episode, Paul Bisceglio noted that “online personality
analysis can easily blur the line between opting in and
opting out” (Bisceglio 2017).
Appropriate consent and a sense of fairness are
important not only from the standpoint of ethics, but also
to support data collection. Studies have demonstrated that,
in consumer contexts, people withhold information when
they perceive the reward for disclosure to be less than the
costs of disclosure and therefore feel that the disclosure
situation that they are in is unfair (Malheiros, Preibusch,
and Sasse 2013; Sheehan and Hoy 1999).
Citizen scientists contribute their time and effort without
remuneration. However, participation in citizen science
can offer different non-monetary benefits. These include
altruism, learning, contributing to a larger effort, and being
part of a group of people working towards the same goal;
recruitment messages that emphasised these four benefits
have been shown to have different impacts on people’s
willingness to participate in citizen science (Lee et al. 2018).
Studying citizen scientists’ willingness to disclose personal
data, Rudnicka, Cox and Gould (2019) adapted these four
messages for the context of a psychological survey. They
found that people who saw a message encouraging them
to learn about science, at the start of the survey, disclosed
a higher volume of data than those who saw other
messages.
These findings suggest that the way citizen scientists
are encouraged to take part in a project may influence
both whether they join or contribute, as well as their
willingness to share personal data. In cases of projects that
rely on the collection of personal data, it could be advisable
for coordinators to identify what motivates their target
population to share data, to design the project such that it
delivers these benefits, and to use appropriate messaging
when advertising the project. This could support a sense
of fairness among the participants, while also directing
the focus of coordinators to what they give back to their
participants.
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A sense of fairness is particularly important when citizen
scientists are asked to share personal data. Although
traditionally citizen science has been focused on the
contribution that lay persons can provide to research
through collection or analysis of data, the burgeoning field
of psychological citizen science encourages participants to
contribute data about themselves. One online platform,
LabintheWild hosts multiple quizzes that allow citizen
scientists to discover a personal score while contributing
to scientific research. While this benefits citizen scientists
by increasing their self-knowledge, this format is
uncomfortably similar to online quizzes hosted by private
companies that seek to covertly extract data from the
participants.
As an increasing number of citizen science projects,
especially in psychology and human-computer interaction,
resemble online quizzes hosted by private companies,
this poses an ethically salient question: Are people able
to distinguish between legitimate citizen science projects
hosted by researchers, and online quizzes created by
companies for surveillance purposes? Furthermore, do
individuals disclose personal data more readily when they
know that they are taking part in citizen science, rather
than in a quiz hosted by a private company—even when in
both cases they are prompted to discover something about
themselves?
In this study, we compared two disclosure
environments: one in which an online survey was
advertised as a “discover your score” quiz, and one in
which the same survey was advertised as a citizen science
project. We aimed to shed light on whether recruitmentstage framing of a project can influence the volume of
disclosed sensitive data, as it had been shown to impact
participant recruitment and volume of contribution to
a project (August et al. 2018). We also aimed to clarify
whether the way in which an online survey is advertised
could mediate the previously reported (Rudnicka et al.
2019) relationship between post-recruitment messages
about the benefit of participation, and data disclosure
among citizen scientists.
The results of our study offer insights into how
information, communicated to participants at different
stages of an online psychological survey, can impact
willingness to share data. In particular, we demonstrate that
recruitment-stage information about project type directly
influences the volume of disclosed sensitive data as well
as mediating the relationship between post-recruitment
messages about the benefit of participation and data
disclosure. Our findings can help ensure that citizen science
research studies are able to collect sustainable volumes of
personal data at a time of increased public scrutiny in the
areas of privacy and data protection.
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DATA COLLECTION IN CITIZEN SCIENCE:
LEGISLATIVE CHANGES
Citizen science involves collaboration between researchers
and laypersons who voluntarily contribute to research
activities through, for example, gathering or analysing
data (Silvertown 2009). Participants are sometimes asked
to disclose personal data or to provide information that,
while not focused on citizen scientists as data subjects,
may still include sensitive metadata such as their
location, time of data collection, or IP address. Research
has shown that, in the case of experienced, long-time
participants, the same reasons that prompt people
to take part in citizen science—for example a sense of
community—can also encourage them to share sensitive
data, even when they have some concerns about data
privacy (Bowser et al. 2017).
Recent years have seen a rise in public concern with the
privacy and security of data transmitted over the Internet
(Ofcom 2017). In parallel, the new EU-wide privacy laws
that became binding in all member states in May 2018
reflect a new regulatory approach to protecting the privacy
of individuals, one that emphasises informed consent and
clear communication (European Parliament and Council of
European Union 2016). Stricter privacy laws necessitate
increased clarity in communication with individuals
when encouraging them to disclose personal data. To
ensure that citizen science projects are ethically sound,
participants ought to be encouraged towards disclosure
not through dark patterns (Bösch et al. 2016) but rather
through honest and transparent communication that
realistically describes the benefits of taking part in citizen
science. While citizen scientists may decide to share
their commodity—personal information—because of the
potential gains that participation in a citizen science project
could bring them—be it learning, satisfaction that they are
supporting scientific progress, or a sense of belonging that
stems from being part of a social group with a common
goal (Lee et al. 2018)—the increased scrutiny, legal and
societal, of the ways institutions gather and use sensitive
data requires citizen science coordinators to place more
emphasis on informed consent. This, in turn, could make it
harder to recruit citizen scientists who are willing to share
their data, because if projects fail to offer and effectively
communicate the attractive benefits of participation,
participants may not view data disclosure requests as fair.

COLLECTION OF DATA ABOUT THE CITIZEN
SCIENTIST
Many citizen science initiatives involve the sharing of
personal data; for example, conservation projects ask
people to provide ecological observations accompanied
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by time, date, and location, which could help infer their
whereabouts, walking patterns, or even, potentially, home
address. However, projects that recruit citizen scientists
to participate in psychological research, an area referred
to as citizen psych-science (Jennett et al. 2014), are
reliant on people’s willingness to overtly share data about
themselves, rather than things in the world around them.
Examples of such projects include “Mappiness” (https://
www.mappinessapp.com), which asks volunteers to record
their mood in different locations to discover how different
environments affect people’s happiness; “Errordiary” (www.
errordiary.com), for which participants report their everyday
errors on the social platform Twitter to help scientists
understand the types of errors that people deal with in their
lives: and the “Emotional Brain Study” (https://sites.google.
com/view/emotionalbrain/home), which encourages citizen
scientists to complete memory and attention tasks, and
to track their mood, in support of research into cognitive
tracking interventions. Citizen scientists could become
increasingly important survey participants, as researchers
using the survey methodology report that paid studies are
vulnerable to bots (Perkel 2020). While one way to avoid
non-genuine participation that can be rife in paid studies
could be restricting recruitment to university recruitment
pools, this could in turn negatively influence the diversity of
participant samples.
Bowser et al. (2014) highlight the importance of protecting
citizen scientists’ privacy and argue that projects should be
designed not only with legal and regulatory implications
in mind, but also considering ethical best practice. One of
their recommendations for project hosts is to collect only
minimum personal data about the volunteers themselves.
While this is an important consideration (applicable, for
example, to conservation and human computation citizen
science projects), it may be hard to implement in the case
of citizen psych-science in which the citizen scientists are
also the focus of research.
Psychological citizen science projects will often
necessarily involve requests for information legally defined
as special category personal data (for example, health
history). Even data that falls outside of the bounds of that
classification, such as questions about people’s money or
friends, can be considered sensitive or private. The first
experimental study of data disclosure in citizen science has
demonstrated that individuals are significantly more likely
to share information when asked about a neutral topic (in
that case, their sleep habits and preferences) than sensitive
or personal topics such as family history, bill payments, or
friends on social media (Rudnicka et al. 2019). While we
acknowledge that researchers should avoid collecting
personal data unless it is necessary for the success of
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the project, and that close ethical examination of risks
and benefits as well as rigorous data protection practices
should always be prioritised, psychological research is likely
to include at least some queries that could be perceived as
personal or sensitive.
Because psychological research requires data about
the participants themselves, many citizen psych-science
studies rely on one-off contributions from a large volume
of participants, which introduces another complication.
Individuals giving the same information about
themselves over and over would obviously not be helpful,
whereas a single participant can classify, say, thousands
of galaxies or record hundreds of bird observations. As
noted by Wiseman et al. (2014), the short window of
participation in one-off citizen science surveys precludes
the development of a sense of community, which is
known to facilitate data disclosure in long-term projects
(Bowser et al. 2017).
Nevertheless, research suggests that the way we
encourage people to take part in projects can influence
their willingness to share data. In a recent study of
citizen psych-science, presentation of short messages
emphasising different benefits of participation influenced
the volume of disclosed data; participants who saw
a message encouraging them to learn about science
disclosed a larger volume of data than participants
encouraged through other messages (Rudnicka et al.
2019).

for research and marketing purposes, and while the
data are said to be anonymised and aggregated, some
commentators still consider them a cybersecurity risk
(Barker 2014). The privacy statements of many websites
that provide such learn-something-about-yourself quizzes
reserve the right to aggregate data and share them with
third parties (Harding 2018).
The market-driven approach that prompts private
companies to host quizzes online in an attempt to extract
as much data as possible from the people who fill them in,
is different from the atmosphere of co-operation between
citizen scientists and project hosts (Bowser et al. 2017)
that facilitates the sharing of personal data in collaborative
research projects. Nevertheless, academic researchers
increasingly employ the quiz format to encourage volunteer
participation in research studies, emphasising opportunities
to test yourself or to learn something about yourself (often
by discovering a personal score). Benefits to participants,
like self-discovery, are an important part of any ethical
calculus, but framing citizen science projects as solely or
mostly an opportunity for self-discovery does not give
participants an opportunity to strive towards a common
goal, and therefore does not encourage collaborative data
sharing. It is therefore important to examine whether the
context—citizen science or a quiz to learn about oneself—
in which participants are recruited for an unpaid online
survey may influence these participants’ willingness to
share personal data.

CITIZEN SCIENCE SURVEYS VERSUS ONLINE QUIZ
SURVEYS

LEARNING ABOUT SCIENCE OR LEARNING ABOUT
YOURSELF?

Both the popular press and academic publications have
highlighted the ethical concerns associated with online
quizzes. For example, personality quizzes can lead to the
disclosure of data that may not appear sensitive but can
render a person vulnerable to manipulation, as was the
case in the Cambridge Analytica scandal (Susser, Roessler,
and Nissenbaum 2019). Another example of the type
of online quizzes that extract a lot of information in a
way that may not be clear to all users is the immensely
popular quiz format used by the Buzzfeed (https://www.
buzzfeed.com) website. Some Buzzfeed quizzes can appear
innocuous, such as “Customize Your Cheesecake And
We’ll Reveal Which High School Clique You Belong In”
(Aspler 2019), while others include very invasive questions
(the “How Privileged Are You?” quiz asks people to check
off all the statements that apply to them, including “I
have never been raped” and “I have never attempted
suicide” (Thomas and Jha 2017). Such data, sometimes
supplemented by other information like the person’s
gender or email address, are collected by the website

Citizen science projects play an increasingly important role
in scientific research, not only as a means of collecting
or analysing research data, but also as an educational
tool (Bonney et al. 2009), with the ability to learn about
the scientific process or an area of interest considered an
important benefit of participation (Theobald et al. 2015;
Domroese and Johnson 2017; Oberhauser and LeBuhn
2012).
Self-discovery, however, has been associated with the
“quantified self” movement, in which laypersons gather
data about themselves in the quest for self-knowledge.
Wiseman et al. (2017) define citizen science as distinct
from the quantified self movement, where “[u]nlike CitSci,
the motivation for collection of data comes not from the
“selfless” act of participating in an experiment belonging
to someone else, but rather from the opportunity to learn
more about oneself” (p.2).
Nevertheless, some citizen science projects motivate
participation through a self-discovery framework. The
LabintheWild (www.labinthewild.org) platform, for example,
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hosts studies in the area of cognition (“How well can
you find patterns?” “Do you make assumptions about
people without knowing it?”), psychology (“What is your
personality?”) or human-computer interaction (“Amazon,
Apple, Facebook, Google: Can you tell the difference?”).
Research has shown that advertising the opportunity
to self-learn can boost recruitment into unpaid online
experiments (August et al. 2018). This suggests that citizen
science coordinators might be right to use this framing to
advertise projects. Nevertheless, success in recruitment
does not always correlate with success in data collection.
In the study conducted by Rudnicka at al. (2019), a
message that emphasised learning about science was
most effective, out of four different messages, at eliciting
data disclosure, but second-least effective at recruitment
(Rudnicka et al. 2019). The impact on data disclosure of
prompting participants to learn about themselves rather
than about science has not yet been assessed.

CURRENT STUDY
To the best of our knowledge, this study was the first
experimental comparison of online data disclosure
between citizen scientists and quiz takers. We set out
to compare data disclosure behaviour in two settings:
an online citizen science survey, and an online quiz that
provides participants with a personal score. In both
contexts, we explored the impact of post-recruitment
messages emphasising either learning about science (more
aligned with citizen science projects) or learning about
oneself (more aligned with online quizzes). This allowed
us to compare the relative impact on data disclosure of
information presented at the point of recruitment, and
information presented at the start of the survey. That is,
we gained insight into the relative importance of recruiting
a particular sample of participants versus presenting
adequate information to already recruited participants,
insofar as it affects the ability of citizen science projects to
collect personal data.
We set out to test two hypotheses: H1: Participants who
fill in a survey advertised as citizen science will disclose a
larger volume of sensitive data than participants who fill in
a survey advertised as an online quiz. H2: The relationship
between the post-recruitment messages and the disclosure
of sensitive data will be moderated by project type.

METHOD
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science group, tweeting: “Take part in our #CitizenScience
survey ‘Sleep Patterns’!” Through paid advertisements
we popularised this tweet among people using relevant
hashtags such as #citizenscience or #psychology. The
tweet was accompanied by a photo of a sleeping cat. Out
of 297 individuals who decided to take part in the Sleep
Patterns survey in that recruitment round, 142 dropped out
during the survey. Only data provided by participants who
reached and completed the last survey question (n = 155)
were analysed. Although respondents were randomly
assigned to three message groups in equal numbers, due
to the pattern of participant attrition, the final sample
included uneven numbers of participants in these three
groups: “Learn about science’” (n = 57), “Learn about self”
(n = 62), and “Control” (n = 36).
We then recruited participants for the online quiz
group, tweeting: “Discover your Sleep Score in our #quiz
‘Sleep Patterns’!” We popularised this tweet through paid
advertisements among people using relevant hashtags
such as #quiz or #psychology. The tweet was accompanied
by the same photo of a sleeping cat. We held the recruitment
open until the same number of participants (n = 155) had
reached and completed the final question of the survey.
The final sample of 155 participants originated from 450
individuals who started the survey, with 295 dropping out.
Although respondents were randomly assigned to three
message groups in equal numbers, due to the pattern
of participant attrition, the final sample included uneven
numbers of participants in these three groups: “Learn
about science” (n = 56), “Learn about self” (n = 51), and
“Control” (n = 48).
The total sample consisted of 310 participants. All but
two reported their age, with ages ranging from 18 to 75
years old (mean = 40, SD = 15). Data about gender, as
reported by the participants (available for n = 310) were
as follows: n = 177 female, n = 122 male, n = 7 non-binary,
n = 1 preferred not to answer, and n = 3 answered in their
own words. All participants reported Internet usage: n
= 152 reported using the Internet “all the time,” n = 148
reported using the Internet “several times per day,” n = 8
reported using the Internet “most days,” and n = 2 reported
using the Internet several times per week.” Only a small
proportion of participants reported having had previous
experience with citizen science (n = 17, “once;” and n = 12,
“more than once”), while the majority reported either not
having any citizen science experience (n = 225) or being
“not sure” (n = 55); data for one participant were missing.

PARTICIPANTS
Participants were recruited online via Twitter, in two rounds,
and participation was open to all individuals over the age of
18, irrespective of location. First, we recruited for the citizen

MATERIALS
The survey was hosted on the Qualtrics (https://www.qualtrics.
com) platform. To ensure that we were able to investigate
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spontaneous and authentic disclosure behaviour, the
study involved deception. The Participant Information
Sheet stated that the aim of the research was “to learn
about how different sources of stress in a person’s life are
related to their sleep patterns.” Participants were explicitly
informed that research designs often require that the full
intent of the study not be explained prior to participation.
After filling in the survey, the participants were provided
with a debriefing message which explained that the aim of
the research had been to study data disclosure behaviour.
Participants were also able to withdraw their data from the
study.
The survey consisted of the following elements: a postrecruitment message (1 out of 3, randomly assigned);
a Participant Information Sheet, comprising seventeen
consent questions compliant with the General Data
Protection Regulation (European Parliament and Council
of European Union 2016) and the Data Protection Act (UK
Government 2018); demographics questions (age, gender,
Internet use, previous citizen science participation); 19
neutral items, and 14 sensitive items. The post-recruitment
messages were as follows: 1) “Extend your knowledge of
health psychology by participating in the Sleep Patterns
survey!” (learning about science), 2) “Fill the Sleep Patterns
survey and discover your sleep score!” (learning about self),
and 3) “Welcome to the Sleep Patterns survey!” (control
group).
The Morningness-Eveningness Questionnaire (Horne
and Östberg 1976) served as Neutral Items; the response
mode was modified to suit the online format of the study,
and participants were able to obtain a personal sleep score
immediately after completing the survey. The Sensitive
Items had originally been drawn from a list of Novel
Items in a study of data disclosure among credit card
applicants (Malheiros et al. 2013). To validate the use of
these questions, we conducted a pilot card sorting study
(n = 12).

PILOT CARD SORTING STUDY TO VALIDATE
MATERIALS
We aimed to test the assumption that the Sensitive Item
questions would be interpreted as requesting sensitive data,
and that the Neutral Item questions would be interpreted
as requesting neutral data. We recruited 12 participants
from among the graduate students in the department.
They completed the task individually, on a researcher’s
laptop computer. The card-sorting task was hosted on the
Optimal Workshop platform and began with instructions
on the screen: “Citizen scientists are people who volunteer
their time for research projects. One type of citizen science
project is an online survey. Some surveys include questions
that request sensitive data. Imagine that you are filling
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a citizen science survey that looks at the connection
between sleep habits and stress. You will see a list of 33
questions and 4 categories (Definitely Neutral, Somewhat
Neutral, Somewhat Sensitive, Definitely Sensitive). Please
assign the questions to categories. There are no right or
wrong answers—we are interested in your opinions. For
example, if you read a question, and think “this question
asks me to share neutral data,” then please assign it to one
of the neutral categories. If you read a question and think
“this question asks me to share sensitive data,” then please
assign it to one of the sensitive categories.” Following
instructions, participants clicked an arrow and saw two lists
of items. On the left, they saw a list of cards with Neutral
and Sensitive Items presented in random order. On the
right, they saw a list of 4 categories, which represented 4
levels of sensitivity: Definitely Neutral, Somewhat Neutral,
Somewhat Sensitive, and Definitely Sensitive. Participants
were then shown a brief instruction message: “Take a look
at the list of items on the left. Please sort those items into
the groups provided on the right.” They then sorted the
questions until all questions were assigned to a category.
After completing the task, participants were verbally
debriefed.
We found that all of the Neutral Item questions
were identified by the majority of participants as either
Somewhat Neutral or Definitely Neutral. Similarly, all of the
Sensitive Item questions were identified by the majority
of participants as either Somewhat Sensitive or Definitely
Sensitive. These findings confirm that these questions are
appropriate for the study of disclosure decisions made in
response to neutral and sensitive queries. The results of the
pilot study allowed us to specifically examine the disclosure
of sensitive information by focusing data analysis on
participants’ responses to the Sensitive Item questions.

DESIGN
The experiment used a 2x3 between-subjects design. The
independent variables were Project Type and Message.
Project Type had two levels (Citizen science, Online quiz)
and was operationalised by recruiting participants with
two different Twitter messages, one referring to citizen
science, and the other referring to an online quiz. Message
had three levels (Learning about science, Learning about
self, Control). It was operationalised by presenting the
participants with one of the three, randomly assigned,
messages at the start of the survey. The dependent
variables were Neutral Data Disclosure and Sensitive Data
Disclosure, operationalised by asking people to answer,
respectively, 19 Neutral Item questions and 14 Sensitive
Item questions. In this study, we specifically focused on
clarifying the impact of independent variables on Sensitive
Data Disclosure.
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PROCEDURE
Following the link advertised on the social network Twitter,
the participants were redirected to the online survey
hosted on the Qualtrics platform. Before commencing
the survey, they were presented with one of the three,
randomly assigned, messages. They were then asked
to read the Participant Information Sheet and decide
whether they wanted to take part in the study and fill in
the consent from. Following consent, the participants filled
in the survey, comprising 4 Demographics questions, 19
Neutral Item questions, and 14 Sensitive Item questions.
After completing the survey, all participants were shown
the debriefing message and they were presented with their
personal sleep score, calculated based on their responses
to the Neutral Items drawn from the EveningnessMorningness Questionnaire (Horne and Östberg 1976),
alongside online resources on staying safe online and
managing sleep. The debriefing message was additionally
emailed to the participants following the completion of the
survey.

RESULTS

DATA DISCLOSURE ACROSS NEUTRAL AND
SENSITIVE ITEMS
All participants in this study provided a response to every
one of the 19 Neutral Item questions, resulting in 100%
neutral data disclosure in this study. Disclosure of sensitive
data in this study ranged from 0 to 13 disclosed items (out
of 14), with a mean of 4.93 items (SD = 1.96), equivalent to
35.2% sensitive data disclosure. As the counts were uneven
in this study (19 Neutral Items and 14 Sensitive Items),
they were transformed into percentages before a statistical
comparison between the two was conducted. The result
of a paired t-test (t = 81.644, df = 309, p = .000, 2-tailed)
suggested that the proportion of disclosed Neutral Items
was significantly larger than the proportion of disclosed
Sensitive Items.

IMPACT OF PROJECT TYPE ON SENSITIVE DATA
DISCLOSURE
We examined the impact of how the online survey was
advertised to the participants (irrespective of the postrecruitment messages they later saw) in the two project
type groups. In the citizen science group (n = 155),
participants disclosed a mean of 5.2 Sensitive Items
(SD = 2.24). In the online quiz group (n = 155), participants
disclosed a mean of 4.66 Sensitive Items (SD = 1.59). A
one-way between-subjects Analysis of Variance showed
that the impact of project type on sensitive data disclosure
was significant (F(1,308) = 6.045, p = .014, 𝜂 = .019),
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suggesting that individuals recruited for a citizen science
project tend to disclose a larger volume of sensitive data
than individuals recruited for an online quiz.

IMPACT OF MESSAGE ON SENSITIVE DATA
DISCLOSURE ACROSS PROJECT TYPE GROUPS
This study aimed to clarify whether the relationship between
messages that emphasise the benefit of participation and
the disclosure of sensitive data varies between two types
of projects: one advertised as a citizen science project, and
a one advertised as an online quiz. Across the full sample
of participants (n = 310), differences in disclosure between
Message groups were not significant (F(2,307) = 2.099,
p = .124, = .013).
There was a significant interaction effect between the
variables of Message and Project Type (F(2,304) = 3.568,
p = .029, 𝜂 = .023), suggesting that post-recruitment
messages may differently impact people’s willingness to
share sensitive data, depending on which project these
participants were initially recruited for. We therefore
proceeded to analyse the data from two project types
separately, as we were interested in examining participants’
data disclosure behaviour in these two distinct scenarios.
Table 1 and Figure 1 showcase the mean disclosed Sensitive
Items across the two Project Type groups: Citizen Science
and Online Quiz.
In the Citizen Science group (n = 155), the mean
disclosure of sensitive data across the message groups was
lowest for the “Control” group, followed by “Learn about
science,” and was highest in “Learn about self.” However,
a One-Way Independent Analysis of Variance was not
significant (F(2,152) = 2.276, p = .106, 𝜂 = .029), suggesting
that post-recruitment messages did not appear to impact
participants’ disclosure behaviour if they were initially
recruited for a citizen science project.
In the Online Quiz group (n = 155), the mean disclosure
of sensitive data across the Message groups was highest
in “Learn about science,” followed by “Control” and
“Learn about self.” A One-Way Independent Analysis of
Variance (F(2,152) = 3.472, p = .034, 𝜂 = .044) suggested
that post-recruitment messages did appear to impact
participants’ disclosure behaviour if they were initially
recruited for an online quiz. A post hoc Tukey test
(p = .036) suggested that the difference in sensitive data
disclosure between participants in the “Learn about
science” group and participants in the “Learn about
self” group was statistically significant. These results
suggest that encouraging quiz takers to learn about
science is more effective at eliciting the disclosure of
sensitive data than encouraging them to learn about
themselves.
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MESSAGE
LEARN ABOUT SCIENCE

LEARN ABOUT SELF

CONTROL

N

57

62

36

M

5.11

5.61

4.64

SD

1.99

2.68

1.59

N

56

51

48

M

5.09

4.33

4.50

SD

1.93

1.44

1.17

Project Type
Citizen
Science

Online
Quiz

Table 1 Mean disclosed Sensitive Items (bold) across Project Type groups.

Figure 1 Mean disclosure of sensitive data across the three Message groups in the Citizen Science group and Online Quiz group.

DISCUSSION

DATA DISCLOSURE
All of the participants in this study provided an answer
for every Neutral Item question, contrasted with mean
disclosure of 4.93 (out of 14) items in the case of Sensitive
Item questions. This demonstrates, in line with previous
experimental research into data disclosure among citizen
scientists (Rudnicka et al. 2019), that when faced with
requests for neutral data in online surveys, people readily
provide information. Moreover, it is clear that individuals
taking part in this survey were able to distinguish between
neutral and sensitive data requests. These findings
highlight the need for awareness, on the part of citizen

science coordinators, of the sensitivity of the data requests
included within citizen science projects.

CITIZEN SCIENTISTS VERSUS QUIZ TAKERS
This study involved two modes of recruitment: one that
asked people to take part in an online quiz and find out
their sleep score, and one that asked them to participate
in a citizen science survey. Although both groups filled in
the same questionnaire, which made a mention of citizen
science (the last demographics question asks: “Have you
ever taken part in a Citizen Science project before?”), people
recruited for a citizen science survey disclosed a larger
volume of sensitive data than the people recruited for
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an online quiz. Moreover, while we ensured that the final
participant numbers in both groups were even (n = 155 in
each group), the participant attrition was greater in the
online quiz group (a primary sample of n = 450 signed up
for the study) than in the citizen science group (a primary
sample of n = 297 signed up for the study).
These findings suggest that when people decide to fill in
an online survey because they wish to take part in citizen
science, they are more likely to share sensitive data within
the project and less likely to drop out.
Two types of implications follow from these findings.
Firstly, these findings have practical implications relevant
for the design of online research projects and the study of
citizen science. It appears that emphasising the opportunity
for self-discovery at the recruitment stage is a less
useful strategy to recruit participants into citizen science
surveys that involve the disclosure of sensitive data, when
compared with emphasising the brand of citizen science.
It is possible that people associate citizen science projects
with trustworthy public institutions and therefore feel
more comfortable sharing information when the concept
of citizen science is emphasised. In experimental studies,
researchers often focus on the impact on antecedents
of trust, such as the brand or appearance of the website,
or the privacy policy, on the willingness to disclose data
(Gómez-Barroso 2018). Experimental research into the
impact of trust in data disclosure among citizen scientists
should be conducted to determine the possible role of the
citizen science brand as an antecedent of trust and its
impact on data disclosure. Furthermore, it is also possible
that individuals focused on self-discovery may prioritise
their own goals and protect personal data when possible
(privacy protection behaviours have been observed in
people’s interaction with private companies [Malheiros,
Preibusch, and Sasse, 2013]). It is also plausible that
individuals focused on self-discovery assess data requests
more critically, honouring only the ones that appear
relevant to their goal (discovery of a personal score). In
contrast, participants prompted to learn about science
may, when focused on learning and therefore the limits
of their existing knowledge, be more open minded about
which data requests should be included in the study.
Secondly, these findings have ethical implications: It
appears that mentioning the citizen science “brand” at the
stage of recruitment could lead people to share a larger
volume of sensitive data than they would if they were
approached to fill in a quiz or survey that is not a legitimate
citizen science project. The breadth and variety of citizen
science initiatives (Auerbach et al. 2019) can make it hard
to delineate specific boundaries for what citizen science is
or is not. However, a lack of agreed-upon boundaries might
make it possible for bad actors to obtain sensitive data
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from people simply by advertising a quiz or other disclosure
request as citizen science. This puts a responsibility on
citizen science coordinators, whose institutions stand
to benefit from the volunteer contributions of citizen
scientists, to help ensure that the brand of citizen science
is not misused. This could be done by developing a system
of certification, or by helping the wider public understand
how to check the authenticity of a project. There are
existing guidelines outlining good standards for designing
and conducting citizen science projects. For example, the
European Citizen Science Association lists on their website
ten principles developed by the “Sharing best practice
and building capacity” working group, which include
consideration of legal and ethical issues (European Citizen
Science Association 2015). However, as regulators around
the world change laws to accommodate growing societal
concerns about data privacy, it will become important to
work towards a uniform framework for ethical and effective
data collection among citizen scientists to support the wide
variety of citizen science projects.
It is important to note that while the citizen science
mode of recruitment was more effective than the online
quiz alternative, quiz takers also engaged in the disclosure
of sensitive data. It is possible that this was because other
parts of the survey, such as the Participant Information
Sheet, noted the academic host institution and included
a consent form, both features of legitimate academic
studies. Nevertheless, these features could have been
easily manufactured by bad actors causing participants
to render themselves vulnerable. With the prevalence
of online scams, as well as corporate surveillance, it is
important to conduct further research into how and why
quiz takers disclose personal data online. This is especially
true in contexts where these data collection efforts take
on some features of scientific research, or as was the case
in the Cambridge Analytica scandal, involve entities linked
to academic institutions and so gain a veneer of academic
acceptability (Susser et al. 2019).

MESSAGES EMPHASISING THE BENEFITS
OF PARTICIPATION: IMPACT ON CITIZEN
SCIENTISTS VERSUS IMPACT ON QUIZ TAKERS
We found that the relationship between the messages
presented to participants and the volume of sensitive data
they disclosed was mediated by the type of project that
these participants signed up for in the first place.
In a citizen science context, there were no significant
differences between the Message groups, suggesting
that the type of post-recruitment messages seen by the
participants (learning about science, learning about self, or
control) did not influence data disclosure. This is surprising
as, in a previous study, citizen scientists prompted to
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learn about science shared a larger volume of data when
compared with citizen scientists encouraged by other
messages (Rudnicka et al. 2019); this study, however, did not
include a control group. It is possible that, while messages
highlighting different types of potential benefits to citizen
science participation can have varying impacts on citizen
scientists’ disclosure behaviour, they do not independently
increase the volume of data disclosure. These findings
support previous appraisal of data disclosure among citizen
scientists in relation to Nissenbaum’s contextual integrity
framework (Bowser et al. 2017), suggesting that when
considering data disclosure in citizen science, we must first
focus on the specificity of citizen science projects and how
participating in citizen science (as opposed to a different
type of project involving data disclosure) may influence
willingness to share information. Current results suggest
that Nissenbaum’s framework may be more applicable to
data disclosure in citizen science than, for example, the
privacy calculus framework, which focuses on rewards that
motivate people to share data.
The use of messages that emphasise benefits of
participation may still be needed in citizen science, as they
can help support the recruitment of participants (August
et al. 2018). To facilitate the design of projects that enable
collection of personal and/or sensitive data, there is a
need for more research that examines how recruitment
messages can impact citizen scientists’ willingness to share
information, and how best to combine the recruitment and
disclosure needs in research projects that require both the
collection of sensitive data and the participation of a large
sample of participants.
In the online quiz group, the participants disclosed a
significantly smaller volume of sensitive data when they
were presented with a message that encouraged them to
discover their sleep score (learn-about-self message), than
participants encouraged to learn about health psychology
(learn-about-science message). While the Participant
Information Sheet specified that we were studying the
connections between stress and sleep (and therefore
justified the presence of both types of questions, sensitive
and neutral), the Neutral Item questions had more overt
relevance to the study of sleep. Individuals prompted
to discover a sleep score may have been keen to find it
out fast and therefore paid less attention to reading the
Participant Information Sheet. They could have been less
accepting of sensitive data requests as a result. This is in
line with previous research, which demonstrated that
recruitment messages advertising self-learning tend to
attract participants motivated to take part out of boredom
(August et al. 2018), which, as the authors emphasise, can
result in a less attentive sample (Jun, Hsieh, and Reinecke
2017).
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Furthermore, research has shown that if the reward
from disclosure does not match the cost of disclosure,
people may choose to withhold data (Sheehan and Hoy
1999). It is possible that discovering a personal score was a
less attractive reward than learning about science, causing
participants in the online quiz group to be less accepting
of requests for sensitive data than the participants in the
citizen science group.
Projects that aim to recruit participants by drawing
their attention to self-learning opportunities may benefit
from emphasising the other aspect of learning, that is,
acquisition of knowledge about science, post-recruitment,
to facilitate the collection of sensitive data.

LIMITATIONS
While this study provides further insights into the relationship
between information communicated to participants about
an online survey and these participants’ willingness to
disclose sensitive data, these findings cannot be applied
to all citizen science settings. Many citizen science projects
recruit participants from existing communities, built around
an interest in a topic or an interest in citizen science.
Additionally, the majority of citizen scientists merely
“dabble” (Eveleigh et al. 2014) in projects, before dropping
out (Ponciano and Brasileiro 2014), with attrition especially
prevalent in long-term projects (Rotman et al. 2012). The
current study recruited citizen scientists from amongst
Twitter users interested in taking a citizen science survey
about sleep habits. While these individuals have some
things in common (for example, interest in sleep research,
or even interest in citizen science in general), they were not
members of any existing community. Therefore, although
this study provides insights pertinent to the participation
of dabblers, which is relevant to a large number of citizen
science projects, further research is needed to clarify how
different populations of citizen scientists may differ in the
way they approach data disclosure.
The current study generates insights based on the
behaviour of participants recruited for one-off contributions,
and so the findings from this research have more relevance
to new and casual, rather than experienced, citizen
scientists.
Finally, although the difference in the disclosure of
sensitive data between the “online quiz” and “citizen
science” projects was statistically significant, in practice,
both groups answered only a small number of sensitive data
queries and rejected many other sensitive questions. While
this study highlights the role of how unpaid surveys are
advertised in eliciting data disclosure, it does not answer all
questions about sensitive data disclosure in citizen science.
It merely highlights that whilst emphasising the brand of
citizen science may increase participants’ willingness to
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share sensitive data, there are still areas where participants
may be reluctant to share their data even with citizen
science projects. There are also likely to be other factors at
play, for example, whether participants see data requests
as reasonable and relevant in the context of a particular
research project. These factors ought to be explored in
future research, ideally obtaining post-survey qualitative
feedback from participants (e.g., interviews) to fully
understand their rationale for making specific decisions
about what data to disclose or retain. At this point, one
key practical takeaway for practitioners is demonstrating
the discrepancy between data disclosure and ability to
retain participants. For example, researchers may wish
to prioritise data disclosure or recruitment of a sizeable
number of participants, and then respectively frame their
project as citizen science or an online quiz. However, our
study merely points to the general direction of changes
in disclosure behaviour, and as the differences between
groups in the current study were small, more research
is needed to clarify the practical impact of the current
findings on the practice of citizen science and ability of
project hosts to elicit the disclosure of sensitive data when
their projects require that. The impact, however small, that
describing a project as citizen science has on disclosure of
sensitive data does reinforce the need to ensure that users
understand what the benefits of taking part in a particular
citizen science project are.

CONCLUSION
This study demonstrated that when communicating to
potential participants about the benefits of taking part in
a project, it is not only the content of the message that
influences their behaviour, but also the stage at which
that message is communicated. We found that people
tend to share a higher volume of sensitive data when
they believe that they are taking part in a citizen science
project, compared with people who believe they are filling
in an online quiz focused on allowing them to discover
a personal score. This demonstrates that recruitment
messages can influence not only recruitment and retention
of participants (as was the focus of previous research) but
also the volume of sensitive data disclosed within projects.
Moreover, we found that the effectiveness of postrecruitment messages was influenced by the type of project
the participants signed up for. While these messages did
not have a significant impact on sensitive data disclosure
among citizen scientists, quiz takers prompted to learn
about science answered more Sensitive Item questions
than quiz takers prompted to learn about themselves.

It appears that while emphasising self-discovery can
increase the number of participants willing to take part
in an online psychological survey, citizen science projects
that require the disclosure of sensitive data should instead
focus on emphasising the brand of citizen science at the
recruitment stage.
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